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ABSTRACT
The risk factors that affect business operations are many. Identifying and managing those
vulnerabilities and threats scientifically is a key to conducting successful business
operations. Failure to identify and manage these sources of risk will have very real
consequences ranging from poor financial performance to business collapse. In this work,
a software tool to facilitate assessment and management of business risk is proposed. The
Business Risk-O-Meter provides this critical tool for management and high level decision
makers. Using game theory and statistically-driven methodologies, it provides objective,
quantitative risk assessment, and unlike any other tool available today, guidance for
allocating resources for cost-effective risk mitigation. Management and decision makers
in commerce and industry will be thus aided in their efforts to achieve optimal business
operations by the use of a rational and objective tool for assessing and managing risk.
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1.

INTRODUCTION

The sources of business operation vulnerabilities and threats can range from the
quality of personnel to macro-economic factors. The consequences to those corporations
and organizations that fail to identify and manage vulnerabilities and risks results in
diminished financial performance if not business failure. Indeed, the Census Bureau puts
the survival rate of new firms founded in 2005 through 2010 at only 43 percent [Census
Bureau, U.S. Dept. of Commerce, 20141]. To minimize and avoid such threats and
potential business failures, a rational, scientific approach that identifies, assesses, and
manages business risk is required.
The identification and management of risk is a key aspect of successful business
operations. The Business Risk-O-Meter tool proposed here provides a unique and
objective methodology that is critically needed. This pioneering work represents a
paradigm shift in risk assessment. The Business Risk-O-Meter provides a quantitative
risk assessment, unlike the subjective high-medium-low or red-yellow-green scales
commonly seen in other assessment methodologies. While there are other approaches to
identifying and managing risk as detailed in the Institute of Management Accountants’
Enterprise Risk Management: Tools and Techniques for Effective Implementation
[Institute of Management Accountants, 2014], none provide a means of allocating risk
mitigation expenditures. In contrast, the Business Risk-O-Meter provides objective and
scientific guidance in allocating monetary resources for managing risk in accordance with

budgetary constraints. Additionally, the Business Risk-O-Meter provides a means to shift
from often subjective and crude risk evaluation mechanisms to a verifiable, quantitative
approach to risk management, resulting in an optimized expenditure of risk remediation
dollars.
In this research, a model of business risk that quantifies the respondent’s
experience with ten crucial aspects of business risk is adopted. Those responses are
subsequently used to calculate the business risk index through a designed algorithm by
the principal author. To accomplish this task, numerical and/or cognitive data was
collected from 40 respondents to supply the input parameters to calculate the quantitative
business risk index. This paper will not only present a quantitative model but also provide
a remedial cost-optimized game-theoretic analysis about how to bring an undesirable risk
down to a user-determined “tolerable level”. Lastly, it is an adaptable framework that can
be customized and configured by the analyst with no custom coding (XML inputs).
2.

METHODOLOGY

This applied research implements a methodology on how to reduce business risk.
A software-centered holistic approach is proposed to aid management and decision
makers in identifying, assessing, and managing business risk. Ten vulnerabilities are
assessed: Personnel Quality, Cost Factors, Delivery Time, Client Perceptions, Local
Service Reps Missing, Communication Problems, Hardware Deficiency, Software
Deficiency, Management Quality, and Macro Economic Factors. Within each
vulnerability category, questions pertain to specific threats and countermeasures. For
example, within the Delivery Time vulnerability, respondents are asked questions
regarding Logistics, Delivery Companies, Adverse Events, and Alternate Delivery
Methods threats and countermeasures. Within the Communication Problems
vulnerability, respondents are asked questions regarding Language Barriers, Customs
Barriers, Legal System Differences, and Technology threats and countermeasures. See
Figure 1 below for the Business Risk Diagram detailing vulnerabilities and threats. The
respondents’ answers are then used to generate a quantitative Business Risk Index.
The primary author’s innovation, i.e. Business Risk-O-Meter (an automated
software tool), will provide management and decision makers a measurable assessment of
their current business risk as well as detailing associated cost and risk mitigation
suggestions for identified vulnerabilities and threats. The Business Risk-O-Meter will be
demonstrated to provide such assessment and guidance for the allocation of resources for
mitigating that risk. The business risk metric out of 100% will be assessed and a remedial
cost-optimized game-theoretic analysis provided to bring an undesirable risk down to a
user-determined “tolerable level”. The approach the authors propose here is a game
theoretical-based approach that emphasizes the quantitative analysis of vulnerabilities,
threats and countermeasures shown in Figure 1 below.

Personnel
Quality

Educational Level
Pay and Benefits
Turnover
Dedication
Standard Cost
itemization Failure

Cost Factor

Elevated Cost
International Currency
Bottlenecks
Inconvenient Payment
Plans

Delivery Time

Logistics
Delivery Companies
Adverse Events
Alternate Delivery
Methods

Client
Perceptions

Reliability
Financial Soundness
Relationship History
Public Relations

Local Service
Reps Missing

Business
Risk

Communication
Problems

Hardware
Deficiency

Software
Deficiency

Expansion Planning
Recruitment
Turnover
Compensation
Language Barriers
Customs Barriers
Legal System
Differences
Technology
Funding
Technology Trends
Staff Knowledge
Management Backing
Funding
Software Trends
Staff Knowledge
Management Backing

Managerial
Quality

Education
Compensation
Retention
Commitment

Macro
Economic
Factors

Growth Rates
Interest Rates
Commodity Prices
Regulatory Environment

Figure 1: Business Contract Risk Tree Diagram.

The theoretical framework behind the Business Risk Diagram shown there is a
tree diagram with vulnerability branches, threat twigs, and countermeasure branches that
calculates total residual risk as elaborated by Sahinoglu [2007], Sahinoglu [2008]. This
framework allows for the quantitative analysis of vulnerabilities and threats and the costoptimal allocation of resources to countermeasures to mitigate or lower the risk from
those vulnerabilities and threats. The framework is used by the Business Risk-O-Meter
software tool described in the next section to output total residual risk. Note that RR
(residual risk) = Risk of Vulnerability * Risk of Threat * Risk of Lack of Countermeasure.
TRR (Total Residual Risk) is sum of RRs as in Figure 2 below.

Figure 2: General tree diagram (V-branches, T-twigs, and LCM-limbs) used for Business
Risk-O-Meter.

While the Business Risk-O-Meter can be utilized on virtually any business process,
this particular implementation focuses on ten key areas critical in ensuring optimal
business operations.





Personnel Quality: Fundamental to daily operations as well as long term success,
the need to employ the highest quality personnel is critical. This key area focuses
on Educational Level, Pay and Benefits, Turnover, and Dedication. Each of these
areas must be addressed to ensure the selection and retention of the highest
quality personnel.
Cost Factor: This area focuses on the costs and revenue streams integral to doing
business, i.e.: Standard Cost Itemization Failure, Elevated Cost, International
Currency Bottlenecks, and Inconvenient Payment Plans.
Delivery Time: Critical to modern commerce, this key component must be
optimized to prevent delays and subsequent customer dissatisfaction. This key









area focuses on Logistics, Delivery Companies, Adverse Events, and Alternate
Delivery Methods.
Client Perceptions: Assuring positive perceptions by the public and the goodwill
of clients is critical to continued business success. This key area focuses on
Reliability, Financial Soundness, Relationship History, and Public Relations.
Local Service Reps Missing: Critical because of potential market share loss, the
need to have a business presence should be ensured. This key area focuses on
Expansion Planning, Recruitment, Turnover, and Compensation.
Communication Problems: Critical to international business, this key component
is a must in today’s global economy. This key area focuses on Language Barriers,
Customs Barriers, Legal System Differences, and Technology.
Hardware Deficiency: Essential for keeping up in today’s tech driven economy,
this key area focuses on Funding, Technology Trends, Staff Knowledge, and
Management Backing.
Software Deficiency: Also essential for keeping up in today’s tech driven
economy, this key area focuses on Funding, Software Trends, Staff Knowledge,
and Management Backing.
Managerial Quality: The quality of a company’s leadership often makes or breaks
it. This key area focuses on Education, Compensation, Retention, and
Commitment.
Macro Economic Factors: This key area provides the environment in which
businesses must operate and focuses on Growth Rates, Interest Rates, Commodity
Prices, and the Regulatory Environment.

While these ten areas are not exhaustive, they are relatively comprehensive of and critical
to business risk. This research focuses on the areas vital to business operations and
provides management and decision makers with an analytical framework they can use to
more efficiently structure their business operations. For more details on the Security
Meter tree diagrams, see ref. [Sahinoglu, 2005, 2007, 2008, 2010, 2012] by the primary
author who invented “Security Meter”.

3.

ASSESSMENT QUESTIONS

Questions are designed to elicit the user’s response regarding the perceived business
risk from particular threats, and the countermeasures the users may employ to counteract
those threats. For example, in the Communication Problems vulnerability, questions
regarding Legal System Differences include both threat and countermeasure questions.
Threat questions would include:






Does the country lack a well established legal system?
Is the legal system based on something other than English common law?
Are judicial decisions based on other than the rule of law?
Does litigation take several years if not a decade?
Do you lack a clear sense of what the legal system is in a particular country?

While countermeasure questions would include:






Did the parties agree to outside arbitration or adjudication in a third country?
Has the company hired local legal representation?
Did the company purchase political risk insurance?
Did the company require prior payment?
Did the company have staff familiar with the legal systems of other countries?

Please see Appendix B for a list of threat and countermeasure questions.

4.

A CASE STUDY FOR THE BUSINESS CONTRACT RISK ASSESSMENT
AND MANAGEMENT

Essentially, the users are responding yes or no to these questions. These responses
are then used to calculate a residual risk index. Using a game-theoretical mathematical
approach, the calculated risk index is then used to generate an optimization or lowering
of risk to desired levels [Sahinoglu 2007, 2008]. Further, mitigation guidance will be
generated to aid management and decision makers in resource allocation decisions for
lowering risk. That is, in what areas can the risk be reduced to optimized or desired levels
such as from 47.6% to 37.6% in the screenshot representing the median response from
the study participants? See Figure 3 below for a screenshot of the Median Business RiskO-Meter Results Table displaying threat, countermeasure, and residual risk indices;
optimization options; as well as risk mitigation advice. For this study, a random sample
of 40 respondents was taken and their residual risk results are tabulated and presented in
Appendix A at the end of this paper. Respondents’ familiarity with business risk was
comprised of corporate experience. See also Figure 3 which depicts the median
information.

Figure 3: Median Respondent’s Business Risk-O-Meter Results Table

5.

CONCLUSION AND DISCUSSIONS

The Business Contracting (Loss of) Risk-O-Meter breaks a new ground in that it
provides a quantitative assessment of risk to the user as well as recommendations for
mitigating that important corporate life-line risk. As such, it will be a highly useful tool
for management and decision makers seeking to minimize and mitigate business risk in
an objective, quantitatively-based manner. Future work will involve the incorporation of
new vulnerabilities and additional questions so as to better refine user responses and
subsequent calculation of risk and mitigation recommendations. Minimization and
mitigation of business risk will greatly benefit not only the companies deploying the tool,
but society at large through greater prosperity and economic stability. The Business
Contracting Risk-O-Meter tool and its future refinement provide the means to do so.
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APPENDIX A
Respondent Residual Risk Results Table 1: Survey Results for the Business Risk-OMeter study (rounded to two decimal places), ranked overall, where Median:
47.61% (Respondent20) and Average: 48.14% (Respondent21: 48.22% is the result
that comes the closest).
SURVEY TAKER
Respondent1
Respondent2
Respondent3
Respondent4
Respondent5
Respondent6
Respondent7
Respondent8
Respondent9
Respondent10
Respondent11
Respondent12
Respondent13
Respondent14
Respondent15
Respondent16
Respondent17
Respondent18
Respondent19
Respondent20
Respondent21
Respondent22
Respondent23
Respondent24
Respondent25
Respondent26
Respondent27
Respondent28

RESIDUAL RISK %

28.92
33.65
34.36
36.19
39.15
40.35
42.08
42.86
44.61
44.94
45.21
45.63
45.69
46.63
46.75
47.08
47.13
47.23
47.57
47.61
48.22
49.03
49.10
50.22
50.24
50.34
50.78
50.78

RANKED FROM LEAST TO
GREATEST RISK (OUT OF 40)

REMARKS

1st
2nd
3rd
4th
5th
6th
7th
8th
9th
10th
11th
12th
13th
14th
15th
16th
17th
18th
19th
20th

OVERALL MEDIAN

21st

OVERALL AVERAGE

22nd
23rd
24th
25th
26th
27th
28th

Respondent29
Respondent30
Respondent31
Respondent32
Respondent33
Respondent34
Respondent35
Respondent36
Respondent37
Respondent38
Respondent39
Respondent40

50.82
51.27
51.40
55.08
56.13
56.75
57.45
60.22
60.22
62.46
63.39
83.24

29th
30th
31st
32nd
33rd
34th
35th
36th
37th
38th
39th
40th

APPENDIX B
Table 2: A List of Vulnerability, Threat and Countermeasure Questions.

